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Abstract: With the increasing complexity of software functions and the evolving technologies of network attacks,
malicious behaviors such as software piracy, software cracking, data leakage, and malicious software modification
are on the rise. As a result, software security has become a focal point in industry research. Code obfuscation is a

common software protection technique used to hinder reverse engineering. It aims to make program analyzing and
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understanding more difficult for attackers while preserving the original program functionality. However, many ex-
isting code obfuscation techniques suffer from performance loss and poor concealment in pursuit of obfuscation ef-
fectiveness. Control flow obfuscation, particularly opaque predicate obfuscation, is widely used to increase the dif-
ficulty of code reverse engineering by disrupting the program’s control flow. A method was proposed to address the
limitations of existing code obfuscation techniques. It utilized the phenomenon of precision loss that occurred during
type conversion and floating-point number operations in computers. Under certain conditions, this method produced
operation results that contradict common sense. By performing forced type conversion, addition, and multiplication
with selected decimal numbers, a series of opaque predicates can be constructed based on the statistical analysis of
their operation results. This approach achieved code obfuscation with high concealment, good generality, reversibil-
ity, and low overhead compared to traditional opaque predicates. Experimental verification demonstrates that this

method significantly slows down attackers’ reverse engineering efforts and exhibits good resistance to dynamic

analysis techniques such as symbolic execution.

Keywords: code obfuscation, bogus control flow, opaque predicates, floating point operations
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1 #include <stdio.h>
2
3 int main()
4 {
5 // double2EZTEEdoublel A= #HIZ [0, 01111111011, 1001100110611601100110011001100116011001100116011010
6 double doublel = 8.1;
7 // floatZETBfloatl B Z#H)FKT 0, 01111011, 10011001100110011001101
8 float floatl = doublel;
9 // doubleXE!ZFEdouble2f9_i##IZT S0, 01111111011, 10011001100110011001101
10 double double2 = floatl;
11
12 // IR double XRTBHHEIEHE, FF4E0.100000
13 printf( format: "%Lf %Lf\n", doublel, double2);
14
15 /] BEFTERHE, WBRERA>. <. =&T
16 char compare = (doublel == double2) ? '=' : ((doublel > double2) 2 '>' : '<');
17 /] BHIEEHN <", KTZiTdouble R TEET ZRLBIIRIEEA FRFIE
18 printf( format: "%c\n", compare);
19
20 return 0;
21 }
B W7 R AR R R

Figure 1 Illustration of the loss of precision in floating-point type conversion
1 #include <stdio.h>
2
3 B int main(int argc, char* argv[])
4 {
5 // 0. 1B #EFEA Ce, 01111111011, 1001100110011001100110100000000000000000000000000000
6 // float2FTFEfloat1 I #EIZKF ©0, 01111011, 10011001100110011001101
7 float floatl = 0.1;
8 /7 0.6 #%)FE A C 0, 01111111110, 0011001100110011001101000000000000000000000000000000
9 // float2ETEEf1loat2pI #7206, 01111110, 00110011001100110011010
10 float float2 = 0.6;
11 // 0. TR #HEIFRT 0, 01111111110, 01100110601106116611661166666000000000000000000000000
12 // float2ETEEfloat30I_#EIZT7 ©0, 01111110, 01100110011001100110011
13 float float3 = 0.7;
14 /7 EREENEf loat R T Efloat_sunpI —#FIF 7 J 0, 01111110, 01100110011001100110100
15 float float_sum = floatl + float2;
16
17 /7 FFETfloat R T SHHF G, £EHE0.700000
18 printf( format: "%f %f\n", float_sum, float3);
19
20 /! BRENERH, HREEB>. <. =Fm
21 char compare = (float_sum == float3) ? '=' : ((float_sum > float3) ? '>' t<);
22 /! BEHIEEHR ", TrfloatERTE0.1+0. 6 AFfloat EHTFa.7
23 printf( format: "%c\n", compare);
24
25 return ©;
26 }
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Figure 2 Illustration of the deviation of the result of floating-point addition calculation
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Figure 3 Illustration of the principle of deviation of the result of float-
ing-point addition calculation
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Table 1 Example of floating point addition result
By 01 02 03 04 05 06 07 08 09
0.1 = = = = = > = > -
02 = = = = - - - - =
0.3 = = = > = > = - -
0.4 = = > = = = = = —
05 = = = = - - - - =
06 > = > = = = = > =
0.7 = = = - - - - - <
08 > = = = = > = - =
0.9 = = = = = = < = =

R2 FRBFEEHEERRG
Table 2 Example of floating point multiplication result

ey 0.1 02 03 04 05 06 07 08 09

0.1 > > > > = > = > <
0.2 > > > > = > = > <
0.3 > > = > = = > > -
0.4 > > > > = > — > <
0.5 = = = = = - = - _
0.6 > > = > = = > > -
0.7 = = > = = > < = =
0.8 > > > > = > - > <
0.9 < < = < = = - < <

FEIRAUETE R BCR Y et 52 SR E A B W]
WMIETAT IR, T ROE M SA I TR, ok

LAPERTIIR (9l IS o A S e AP R O P e
BEIF RBON R T AL A R S I ANE . B,
i SR T A I B A 5 R P45 R SR
R RS RES TAR)E, BRI RANE B
R IE o e T DLHEAT ANIE B AR R R I R A
SR R R IR — P O IE 77 5, FFHEATIR
V. FRACR IR G FREE AN B 4 P i) R A iR
AN BN BT RS A DT Ay AN
W ATRVE I A, R ERT I — A if 1A, 7
BRI e 538 EANE WA E D if 15 &) 4]
Wi ok, A IEUFP AT A S A B A 9 26 A 9
BREE ST, FRIE DR IR AR Y S A E
ERABEHE 7> 50 . 20 RE AR il AL B (1 AR B
PEAAUET A ] o L B ACER A O, SRR K
X AR HEAT 15 3 A7 R R

AR AR
HEACH HEACHR |
) Y i
il
JRAEA T HeACH Eﬁii}& - %Hi e
‘ i)
fiipm| i}
HEAH HEAH

B4 BB ios =
Figure 4 Illustration of bogus control flow
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AR S

4) ..
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7) if Execute Insert(rand number) // 1
PR R B HATHA

8) if Select Add() // EFE¥F ¥
A ANE HIE R

9) Execute Add(Add _Array);

10) else if Select Multi() // EFRIF A
HofikAE A ZE W] 1]

11) Execute Multi(Multi _Array);

12) else // EFEVE BRI EAAE N
A& 1]

13) Execute_Cast(Cast _Array);

14) end if

15) endif

16) end for each

17) end
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Table 3 Benchmark run time

FRIFIZATIN 8]/
SR EURES R4

SCHRE REMEINRE R

bzip2 2.699 2.687 0.002
mcf 470.588 470.255 0.246
gobmk 0.153 0.136 0.011
origin

sjeng 5.042 4.954 0.078
Ibm 2.351 2.245 0.098
sphinx3 0.352 0.332 0.015
bzip2 14.213 14.199 0.002
mcf 1400.885  1400.324 0.273
gobmk 0.941 0.929 0.008

origint+befl
sjeng 44.066 43.973 0.077
Ibm 3.919 3.828 0.082
sphinx3 1.022 0.992 0.023
bzip2 13.721 13.707 0.002
mcf 1427152 1426.625 0.231
gobmk 0.855 0.846 0.005

origint+bcf2
sjeng 34.516 34.428 0.07
Ibm 4.024 3.943 0.076
sphinx3 0.98 0.957 0.018
bzip2 13.51 13.494 0.002
mcf 1160.316  1159.864 0.239
gobmk 0.517 0.506 0.004

origintbef3
sjeng 22.4 22.322 0.067
Ibm 3.616 3.526 0.087
sphinx3 0.719 0.696 0.018
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Table 4 Executable file size

AT SRR/ bt
AR
bzip2 mcf gobmk sjeng Ibm sphinx3
origin 134 080 30 560 4228 400 206 328 38616 280272
origin+befl 1915344 305 744 20450280 3149 064 173 984 3703 776
origint+bef2 1231808 206 688 14 157 104 1971 704 132 824 2397904
origintbef3 936 896 161 632 11 552 048 1471992 116 440 1 840 848
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Table 5 Comparison of executable file similarity before and after bogus control flow obfuscation

AT SO AR
S e
bzip2 mcef gobmk sjeng Ibm sphinx3
origin VS origin+bcfl 0.18 0.21 0.17 0.12 0.31 0.18
origin VS origin+bcf2 0.15 0.22 0.14 0.12 0.32 0.13
origin VS origin+bef3 0.16 0.22 0.14 0.10 0.32 0.12
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